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DETAILED ACTION 



1. 



Claims 1-18 have been examined. 



Claim Rejections - 35 USC § 101 



2. 



35 U.S.C. 101 reads as follows: 



Whoever invents or discovers any new and useful process, machine, manufacture, or composition of matter, or 
any new and useful improvement thereof, may obtain a patent therefor, subject to the conditions and 
requirements of this title. 

Claims 16-18 are rejected under 35 U.S.C. 101 because the claimed invention is directed to non- 
statutory subject matter. Claims 16-18 discloses an article of manufacture embodied in a 
computer readable medium, wherein the computer readable medium includes carrier wave/pulse 
(Specification: page 6 line 15). 



3. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or on 
sale in this country, more than one year prior to the date of application for patent in the United States. 



4. Claims 1 1 5 12, 15, 16, and 18 are rejected under 35 U.S.C. 102(b) as being anticipated by 
Kotani et al. U.S. Pub. No. 20010009582 (hereinafter Kotani). 



Claim Rejections - 35 USC §102 



5. As per claim 1 1 , Kotani discloses a system for targeting multicast transmission, the 
system comprising: means for generating a group key for signing a multicast message 
transmitted via a network (Kotani: [0053]: group key is used); means for generating a group key 
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name for naming the group key (Kotani: [0054]: the common key is prepared in both sides; 
[0057]: identification code for the group keys); means for combining the group key name to the 
multicast message to form a multicast packet (Kotani: [0057]: identification code corresponds to 
group key is added to header); means for transmitting the multicast packet to a receiver via the 
network (Kotani: figure 4: transmission between two sides); means for receiving the multicast 
packet (Kotani: figure 4: data transmission system); means for validating the received group key 
name contained within the received multicast packet (Kotani: [0107]: validate the group key ID); 
and means for determining the intended group recipients based upon the validated group key 
name (Kotani: [0107] and [0109]: determine if the group IDs match). 

6. As per claim 12, Kotani discloses the system of claim 11. Kotani further discloses 
wherein the means for determining further includes means for comparing to a local group name 
table (Kotani: [0 1 09] and figure 2). 

7. As per claim 15, Kotani discloses the system of claim 1 1 . Kotani further discloses 
wherein the group key name is a unique identifying element (Kotani: [0087]: only the 
communication terminals of the same group can communicate). 

8. As per claim 16, Kotani discloses an article of manufacture embodied in a computer- 
readable medium for use in a processing system for transmitting electronic messages to and/or 
from a network, the article comprising: a group key generation logic for causing a processing 
system to generate a group key for encrypting and signing an electronic message transmitted on a 
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network (Kotani: [0053]: group key is used); a group key name generation logic for causing a 
processing system to generate a group key name for encrypting and signing the electronic 
message transmitted on the network (Kotani: [0054]: the common key is prepared in both sides; 
[0057]: identification code for the group keys); a data transmitting logic for causing a processing 
system to transmit the electronic message to a group of clients on the network (Kotani: figure 4 
and [0087]: transmission between two sides); and a message receiving logic for causing a 
processing system to verify whether a receiving client is an intended recipient of the electronic 
message (Kotani: [0107] and [0109]: validate the group key ID). 

9. As per claim 18, Kotani discloses the article of claim 16. Kotani further discloses wherein 
the message receiving logic further includes means for causing a processing system to compare a 
received group key name with a local key name table (Kotani: [0109] and figure 2). 

Claim Rejections - 35 USC § 103 

10. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

11. Claims 13, 14, and 17 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Kotani. 
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12. As per claim 13,14, and 17, Kotani as modified discloses the system of claims 1 1 and 16. 
Kotani as modified further discloses wherein the step of transmitting includes transmitting any 
suitable communication network includes but not limited to wireless network (Kotani: [0046]: 
applies to any communication network including wireless network). It would have been obvious 
to use 802.1 1 communication protocol because 802.1 1 is standard protocol for wireless network. 
Therefore, it would have been obvious to one having ordinary skill in the art to use 802.1 1 
protocol because standards are extremely important in the computer industry because they allow 
the combination of products from different manufacturers to create a customized system. 

13. Claims 1-4 and 6-9 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Kotani in view of Aerrabotu et al. U.S. Pub. No. 20040203598 (hereinafter Aerrabotu). 

14. As per claim 1, Kotani discloses a method for validating an electronic transmission, the 
method comprising the steps of: generating a group key for encrypting and signing an electronic 
message transmitted on a network (Kotani: [0053]: group key is used); establishing a group key 
name corresponding to the group key for encrypting and signing the electronic message 
transmitted to a group of clients on the network (Kotani: [0054]: the common key is prepared in 
both sides); transmitting a data packet, the data packet including the group key name (Kotani: 
[0057]: the identification code corresponds to group key is added to the header), the electronic 
message and group key name (Kotani: [0054]: the common key is prepared in both sides; [0057]: 
identification code for the group keys); receiving the data packet; and validating the group key 
name in the received data packet (Kotani: [0104]: validate group ID). Kotani does not explicitly 
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disclose the data packet includes signature to authenticate the electronic message. However, 
Aerrabotu discloses transmitting a message from server to client that includes signature in the 
header portion to validate the trustworthiness of transmitting side (Aerrabotu: [0027]: the header 
includes signature data field). It would have been obvious to one having ordinary skill in the art 
to include signature in the header portion of a data packet because both prior art discloses 
method of communicating data that contains message and header in distributed network 
environment. Therefore, it would have been obvious to one having ordinary skill in the art at the 
time of applicant's invention to combine the teachings of Aerrabotu within the system of Kotani 
because embedding signature within the header portion of a message allows a device to validate 
source of the message (Aerrabotu: [0027]). 

15. As per claim 2, Kotani as modified discloses the method of claim 1 . Kotani further 
discloses the method comprises the step of adding the group key name and the message 
authentication signature to a packet name extension prior to the step of transmitting (Kotani: 
[0057]: identification code correspond to group key is added to the header; Aerrabotu: [0027]: 
signature is embedded in the header). Same rationale applies here as above in rejecting claim 1 . 

16. As per claim 3, Kotani as modified discloses the method of claims 1 . Kotani as modified 
further discloses wherein the step of transmitting includes transmitting any suitable 
communication network includes but not limited to wireless network in accordance with 802.1 1 
protocol (Kotani: [0046]: applies to any communication network). It would have been obvious 
to use 802.1 1 communication protocol because 802.1 1 is standard protocol for wireless network. 
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Therefore, it would have been obvious to one having ordinary skill in the art to use 802.1 1 
protocol because standards are extremely important in the computer industry because they allow 
the combination of products from different manufacturers to create a customized system. 

17. As per claim 4, Kotani as modified discloses the method of claim 1 . Kotani as modified 
further discloses the method comprises the step of establishing an authenticated relationship 
(Kotani: [01 16]: common key is prepared in both the transmission side and reception side). 

18. As per claim 6, Kotani as modified discloses the method of claim 1 . Kotani as modified 
further discloses the step of validating further includes the step of comparing the received group 
key name to a group key name table (Kotani: [0106]: select the group key by the ID; figure 2: 
key portion). 

19. As per claim 7, Kotani as modified discloses the method of claim 6. Kotani as modified 
further discloses the steps of: establishing a local group key name; and storing the locally 
established group key name in the group key name table (Kotani: [0018] and [0106] and figure 2: 
plurality of keys were stored locally that corresponds to identification codes). 

20. As per claim 8, Kotani as modified discloses the method of claim 1. Kotani further 
discloses the step of encrypting the multicast message prior to transmission (Kotani: [0057]: the 
body is encrypted and decrypted by group key). 
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21 . As per claim 9, Kotani as modified discloses the method of claim 1 . Kotani as modified 
further discloses the step of decrypting the received multicast message if the received group key 
name matches an entry in the group key name table (Kotani: [0106]: select the group key 
according to the group ID). 

22. Claim 5 is rejected under 35 U.S.C. 103(a) as being unpatentable over Kotani in view of 
Aerrabotu and further in view of Kang et al. U.S. Pub. No. 20040073796 (hereinafter Kang). 

23. As per claim 5, Kotani as modified discloses the method of claim 4. Kotani as modified 
does not explicitly discloses wherein the step of establishing an authenticated relationship 
employs a handshake protocol. However, Kang discloses the handshake protocol for establishing 
user authentication and exchange of keys (Kang: [0007]). It would have been obvious to one 
having ordinary skill in the art to apply the handshake protocol to establish keys in both the 
transmission side and receiving side (Kotani: [0054]: keys are prepared for both sides) because 
handshake protocol is well known for key exchange in communication networks. Therefore, it 
would have been obvious to one having ordinary skill in the art at the time of applicant's 
invention to combine the teachings of Kang within the combination of Kotani- Aerrabotu because 
handshake protocol defines a state machine about wireless LAN user authentication and 
exchange of an encryption key to be used in a wireless network (Kang: [0007]). 
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24. Claim 10 is rejected under 35 U.S.C. 103(a) as being unpatentable over Kotani in view of 
Aerrabotu and further in view of Edasawa et al. U.S. Pub. No. 20030005293 (hereinafter 
Edasawa). 

25. As per claim 10, Kotani as modified discloses the method of claim 1 . Kotani as modified 
does not explicitly disclose the step of discarding the received multicast message if the received 
group key name does not match an entry in the group key name table. However, Edasawa 
discloses discarding message if group ID does not match (Edasawa: [0297]: discard message if 
group ID do not match). It would have been obvious to one having ordinary skill in the art to 
discard received message if the group ID do not match because both the messages are directed 
toward multicast using group keys. Therefore, it would have been obvious to one having 
ordinary skill in the art at the time of applicant's invention to combine the teachings of Edsawa 
within the combination of Kotani-Aerrabotu because it avoids redundant processing of 
unintended message. 

Conclusion 

26. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. 

Irvin U.S. Pat. No. 6832314 (hereinafter Irvin) discloses method for selective encryption 
and decryption of point to multi-point messages. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Shin-Hon Chen whose telephone number is (571) 272-3789. The 
examiner can normally be reached on Monday through Friday 8:30am to 5:30pm. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on (571) 272-3795. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



Shin-Hon Chen 
Examiner 
Art Unit 2131 
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